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Abstract

This report contains the investigation into a corruption case involving an international Chess Boxing
competition. Several .pcap files, containing network data, were recovered and analysed revealing a
suspect under the names “Kim Ill-Song” who attempted to bribe officials into hosting the event in
Pyongyang, North Korea.
Several files and images were also recovered, some holding hidden data related to the corruption
case, showing that the criminals attempted to hide their tracks. Another suspect is also uncovered,
under the name “Ann Dercover”, who arranges a covert meeting with the first suspect, and suggests
that he is impersonating the real “Kim Ill-Song”.
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1 Capture 1

The first Capture contained files that suspect had download related to this corruption case, these files
could contain vital information for this investigation. Wireshark includes a feature named ”Export
Object” that can shows any files the suspect download under specific protocols. Server Message
Block (SMB) is a communication protocol that was used by the suspect to download a file named
”Documents.zip”, as seen in figure 1.

Figure 1: Wireshark Export Object SMB list

This file was downloaded and inspected for evidence, the contents where mainly .docx files that were
encode in Base64. Each .docx file was decode using CyberChef (GCHQ, 2020), the majority of the
data seemed useless, being mostly rules for Chess Boxing and miscellaneous information. One file,
named ”track6.docx”, contained a list of Usernames seen in figure 3, predominately being Wu-Tang
Clan members, some affiliate rappers like Nas and Cappadonna (who joined the group in 2007), as
well film director John Woo, who inspired the Wu-Tang song ”A Better Tomorrow”. The two outliers
of the list are ”Kim Ill-Song” and ”Matt Cassel” who have no known relation to the other names.
All of the encode and decoded documents can be found in Appendix A. A zipped file was also found
in the downloaded file, once unzipped the contents appeared to be many empty folders, with the last
being named ”SilentEye”, as seen in figure 2. SilentEye (SilentEye, 2020) is a steganography tool
used to hide data within images or sound files, this hinted that the tool was used with the images
found, so the software was downloaded and tested against each .jpg file. Nothing was found from
this, each subsequent image found was also tested with SilentEye.

Figure 2: Unzipped empty folders
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Figure 3: track6.docx Usernames with associated Wu-Tang Clan members

Two images were found in the downloaded files, each being a North Korean flag of different sizes
with the names ”NK.jpeg” and ”NorthKorea.jpeg”. Binwalk was used against each image to check
for hidden contents, which revealed a hidden file within ”NorthKorea.jpeg” as seen in figure 4, which
was then extracted. The folder contained broken code written in Python, aptly named ”broken.py”.

Figure 4: Hidden Folder within ”NorthKorea.jpg”

Another note-able file was named ”NorthKorea.docx”, which once decoded contained text written
in Russian. The text was converted to English using Google Translate (Google, 2020) revealing the
message seen in figure 5, claiming that the Korea Government have time travel technology. This is
most likely a joke, but could have some forensic weight later in the investigation.
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Figure 5: Translated Russian text of ”NorthKorea.docx”

A filter was placed on Wireshark to only show SMB traffic in an attempt to verify data and find
any other potential evidence. Packet 23844 shows the user setting the Domain name to ”fox-ws”
and their username to ”test”, as well as the two IP addresses, the local being ”172.29.1.23” and the
remote being ”172.29.1.20”, as seen in figure 6. There is also evidence of the suspect snooping around
the ”Home” directory of the remote computer, clearing transferring the ”Documents” directory over
SMB.

Figure 6: Wireshark with SMB filter, showing the Information of the suspect
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2 Capture 2

Capture 2 was suspected to contain Internet Relay Chat(IRC) messages between various corrupted
officials and the foreign national known as Ill-Song. From inspecting the Capture in Wireshark it
was clear that IRC was used, however many of the messages appeared to be encoded. Tshark with
grep was used to save all the IRC packets without added detail of packet numbers and stats, the
command can be seen in figure 7.

Figure 7: Tshark Grep command

Once extracted the messages where analysed and found to mostly be encoded with Base64 or Base32.
A python script was created to decrypt all the messages at once, and highlight which messages were
not encoded in Base64 or Base32 so they could be manually decoded using CyberChef. The full
messages and python code can be found in Appendix B. The messages contain various conversations
between Ill-Song and five different users, each using a usernames found previously in ”track6.docx”.

User’s Messaging with Ill-Song

Username: Razor1
Location: Paris, France
Accepted a Bribe: Yes, $700,000

The first conversation was with a user named ”Razor1”, who ”Ill-Song” attempts to ”get you out of
the City of Love”, referring to Paris France, stating that is ”Razor1”’s location. Figure 8 shows the
two users negotiating over an appropriate bribe, with ”Razor1” accepting $700,000.

Figure 8: Ill-Song Bribing Razor1
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Username: Genius1
Location: Caracas, Venezuela
Accepted a Bribe: Unknown

The second conversation takes place with ”Genius1”, one message contained a MD5 hash of ”Cara-
cas”, which is the Capital city of Venezuela. The messages in figure 9 confirms this to be the location
of ”Genius1”, as they state ”No. Not here.” when asked to meet there. No bribe is offered, and the
two stop messaging shortly after, stating that they will continue the conversation through a more
secure method, no messages where found after this point between them.

Figure 9: Ill-Song confirming Genius1’s location

Username: Method
Location: Unknown
Accepted a Bribe: No

A short exchange is had between ”Ill-Song” and ”Method, in which ”Ill-Song” attempts to bribe
”Methods”, which is unsuccessful. ”Method” quickly ends the conversation by saying ”Do not speak
to me again”.

Username: Killah
Location: Qatar
Accepted a Bribe: No

The location of ”Killah” is quickly confirmed by the messages seen in figure 10, being the Country
of Qatar. ”Ill-Song” offers a bribe but is quickly rejected, with ”Killah” stating ”We do not take
kindly to this pathetic notion of bribery”, ending the conversation.

Figure 10: Ill-Song confirming Killah’s location

Username: Raekwon
Location: Russia
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Accepted a Bribe: Yes, 20 million Rubles

The final conversation proves to be very interesting, as ”Ill-Song” reveals that ”Raekwon” holds the
position of an official of the executive committee of the ICBA. A requested bribe seen in figure 11
of 20 million Rubles is put forward by ”Raekwon”, which ”Ill-Song accepts. The Rubel is national
currency of Russia, so its fair to assume that ”Raekwon” is located within Russia. A ”Mr. Razor”
is brought up at the start of the conversation, with ”Raekwon” stating that he ”won’t be bought so
easily”, hinting that their is clearly more corruption taking place than just the actions of ”Ill-Song”.

Figure 11: Ill-Song bribing Raekwon and revealing their position

From these IRC messages it is clear that ”Ill-Song” is a Korean agent attempting to bribe officials
into setting Pyongyang as the location for the Chess Boxing world title.
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3 Capture 3

Capture 3 was suspected to contain traffic between a foreign national and a corrupted official, with
evidence that they were using File Transfer Protocol to communicate and share files. The Capture
was loaded into Wireshark, where an FTP filter was placed. The TCP stream revealed that two .zip
files had been transferred, being “sandofwhich.zip” and“ojd34.zip”, which were both saved in RAW
format. The two .zip files where extracted using Binwalk, revealing that they both contained many
image files, as seen in figure 12. However, only one of these images, being “I.jpg”, would open, and
seemed to be missing the majority of the image.

Figure 12: Binwalk result for sandofwhich.zip and ojd34.zip

The filenames were also unusual, seeming to be random words from a full sentence, and happened to
match closely to a quote from Edward Snowden, a controversial whistleblower formerly associated
with the National Security Agency (NSA). Certain words from the quote appeared to be missing
from the available .jpeg files, so further investigation was conducted on Capture 3, which revealed
3 more .zip files, named “34jdsioj.zip”, “breaking bad season 6.zip” and “canc3l.zip”. Each .zip file
contents were extracted into a separate .pcap file, then exported as in RAW format before Binwalk
was used to acquire all the remaining images. Each word from the quote seen in figure 13 was now
present, so a “cat” command was used to reconstruct the image.

“I can’t in good conscience allow the U.S. government to destroy
privacy, internet freedom and basic liberties for people around the

world with this massive surveillance machine they’re secretly
building.” -Edward Snowden

Figure 13: Edward Snowden Quote
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Figure 14: Constructed image from the Edward Snowden Quote

The reconstructed image appears to be a futuristic chess board. There were still a lot of remaining
images, with only two being able to open, suggesting that the remaing .jpg files could be used to
reconstruct two more working images. Both were images were fixed in a similar manner, and can be
found in Appendix C, along with the code used to remake them. SilentEye was used on each image,
revealing that the first reconstructed image(Edward.jpg in this case) contained the message seen in
figure 15.

Figure 15: SilentEye result on Edward.jpg
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Figure 16: Broken.py completed with additional message

This encoded message was then used to complete “broke.py”, found in Capture 1, which revealed
the password of “DontTry2BruteForceThisPassword”. The completed script for “broken.py” can be
found in Appendix C.
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4 Capture 4

Capture 4 was suspected to contain messages between “Ill-Song” and “Ann Dercover”, who was
taking part in this international corruption case. Evidence suggested that the two were trying to
arrange a rendezvous, so Wireshark filters were used to search for communication methods. It
appeared that “Textfree”, a free texting service over internet, was being used to communicate.
Textfree uses JSON to send text, so a filter was put in place which revealed certain texts from the
suspects, however there was also a lot of miscellaneous packets. Looking at the TCP stream of
certain packets revealed the Sender and Recipient ID of the two suspects, meaning a more efficient
filter could be put in place to show only messages.

Figure 17: Messages sent between Ill-Song and Ann Dercover

The messages reveal a lot of information, including evidence that “Kim Ill-Song” is an imposter/im-
personator, as the suspect responds with “Castling” when asked who they are. Furthermore, “Ann
Dercover” states that she is the one sending the bribes, suggesting that the real “Kim Ill-Song” is
being framed for their corruption. The two arrange to meet at their “old meetup spot” sometime in
September at 5PM, with no further messages confirming a date, however there is hints that “Ann
Dercover” gave a day.

Further analysis of the packets between messages show many requests to “mob.mapquestapi.com”,
each containing coordinates, evidence that information had been sent through Geocoding. All of
the associated packets where saved to a text file, before a python script was used to remove all data
but the coordinates.

tshark -r ’Capture 4.pcap -Y "http.host == mob.mapquestapi.com" > locations.txt
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Figure 18: Python script to strip URLS leaving just coordinates

The resulting .csv file was then converted into a .KML file using “Excel To KML” (Earth point,
2020), which was subsequently opened in Google earth revealing figure 19. Investigators concluded
that this was the day of the meeting, as “Ann Dercover” had refused to specify, leaving the date of
the rendezvous being 5PM September 17th.

Figure 19: Salt Lake City, Utah, revealing the date of the meeting
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5 Summary of Findings

5.1 Capture 1

The first capture revealed a .zip file that had been downloaded by the suspect, which at first ap-
peared to only contain miscellaneous encoded documents. One of the documents contained a list
of usernames, most of which relating to the “Wu-Tang Clan”, which were revealed to be alias’ for
the suspect and corrupted officials in Capture 2s IRC messages. The name “SilentEye” appeared in
a series of empty folders, which was discovered to be a piece of steganography software, suggesting
that information was hidden in images. One image in the .zip file contained a hidden python code,
that appeared to be incomplete for the time being.

5.2 Capture 2

Capture 2 contained IRC communication between “Ill-Song” and various officials, all using aliases.
The suspect attempted to bribe officials from several different countries into hosting the Chess
Boxing competition in Pyongyang, with several accepting the money offered.

5.3 Capture 3

FTP traffic revealed that several .zip files were transferred across throughout Capture 3, each were
recovered and analysed. The contents appeared to be an incomplete image, and the filenames
appeared to match a famous Edward Snowden quote. Three images were reconstructed, and once
run through the “SilentEye” software revealed the missing part of the Python code found in Capture
1. The completed code revealed the text “DontTry2BruteForceThisPassword”, however no use was
found this password.

5.4 Capture 4

A conversation between “Kimm Ill-Song” and a “Ann Dercover” was retrieved in Capture 4. The
messages state that the two plan to meet up, and that “Kim Ill-Song” is an impersonator, who’s
real name (or actual username) is “Castling”. The meetup date was never stated, however many
coordinates where found in URLs sent whilst the two were messaging. These coordinates were
extracted and input into Google Earth, revealing a large “17” in Salt Lake city, Utah. This was
interpreted as being the date of the meeting, being 5PM September 17th, with an undisclosed
location, but could possibly be Salt Lake city.
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7 APPENDIX A - Capture 1

7.1 GoT Spoilers.docx

Encoded

Decoded
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7.2 NorthKorea.docx

Encoded

Decoded
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7.3 PiD.docx

Encoded
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Decoded

7.4 NK.png
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7.5 Rules 1.docx

Encoded
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Decoded

7.6 Rules 2.docx

Encoded

Decoded
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7.7 Rules 3.docx

Encoded

Decoded

7.8 Rules 4.docx

Encoded

Decoded
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7.9 Rules 5.docx

Encoded
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Decoded
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7.10 Rules 6.docx

Encoded

Decoded
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7.11 Rules 7.docx

Encoded
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Decoded

7.12 track6.docx

Encoded
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Decoded
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7.13 track10.docx

Encoded
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Decoded

”Protect Ya Neck” ”So what’s up man? Cooling man” ”Chilling chilling?” ”Yo you know I had to
call, you know why right?” ”Why?” ”Because, yo, I never ever call and ask, you to play something
right?” ”Yeah” ”You know what I wanna hear right?” ”What you wanna hear? I wanna hear that
Wu-Tang joint” ”Wu-Tang again?” ”Ah yeah, again and again!”

[sounds of fighting]
[RZA] Wu-Tang Clan coming at you, protect your neck kid, so set it off the Inspector Deck

[Meth] watch your step kid [8X]
[Inspector Deck] I smoke on the mic like smoking Joe Frazier The hell raiser, raising hell with the

flavor Terrorize the jam like troops in Pakistan Swinging through your town like your neighborhood
Spiderman So uhh, tic toc and keep ticking While I get you flipping off the shit I’m kicking The
Lone Ranger, code red, danger! Deep in the dark with the art to rip charts apart The vandal, too
hot to handle you battle, you’re saying Goodbye like Tevin Campbell Roughneck, Inspector Deck’s
on the set The rebel, I make more noise than heavy metal

[Raekwon] The way I make the crowd go wild, sit back relax won’t smile Rae got it going on pal,
call me the rap assassinator Rhymes rugged and built like Schwarzenegger And I’m gonna get mad
deep like a threat, blow up your project Then take all your assets Cause I came to shake the frame
in half With the thoughts that bomb, shit like math! So if you wanna try to flip go flip on the next
man Cause I grab the clip and Hit you with sixteen shots and more I got Going to war with the
melting pot hot

[Method] It’s the Method Man for short Mr. Meth Moving on your left, ah! And set it off, get
it off, let it off like a gat I wanna break full, cock me back Small change, they putting shame in the
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game I take aim and blow that nigga out the frame And like Fame, my style’ll live forever Niggaz
crossing over, but they don’t know no better But I do, true, can I get a ”sue” Nuff respect due to
the one-six-oh I mean oh, you check out the flow like the Hudson or PCP when I’m dusting Niggaz
off because I’m hot like sauce The smoke from the lyrical blunt makes me [cough]

[U-God] Oh, what, grab my nut get screwed Ow, here comes my Shaolin style Sloop, B. A.
Buh-B. Y. U to my crew with the ”sue”

[Interlude] watch your step kid [8X] [Ol Dirty Bastard] c’mon baby baby c’mon [4X] [RZA] Yo,
you best protect your neck

[Ol Dirty Bastard] First things first man you’re fucking with the worst I’ll be sticking pins in
your head like a fucking nurse I’ll attack any nigga who’s slack in his mack Come fully packed with
a fat rugged stack Shame on you when you stepped through to The Ol Dirty Bastard straight from
the Brooklyn Zoo And I’ll be damned if I let any man Come to my center, you enter the winter
Straight up and down that shit packed jam You can’t slam, don’t let me get fool on him man The
Ol Dirty Bastard is dirty and stinking Ason, unique rolling with the night of the creeps Niggaz be
rolling with a stash ain’t saying cash, bite my style I’ll bite your motherfucking ass!

[Ghostface Killah] For crying out loud my style is wild so book me Not long is how long that
this rhyme took me Ejecting, styles from my lethal weapon My pen that rocks from here to Oregon
Here’s Mordigan, catch it like a psycho flashback I love gats, if rap was a gun, you wouldn’t bust
back I come with shit that’s all types of shapes and sounds And where I lounge is my stomping
grounds I give a order to my peeps across the water To go and snatch up props all around the border
And get far like a shooting star ’cause who I am is dim in the light of Pablo Escobar Point blank as
I kick the square biz There it is you’re fucking with pros and there it goes

[RZA] You chill with the feedback black we don’t need that It’s ten o’clock hoe, where the fuck’s
your seed at? Feeling mad hostile, ran the apostle Flowing like Christ when I speaks the gospel
Stroll with the holy roll then attack the globe with the buckus style the ruckus, ten times ten men
committing mad sin Turn the other cheek and I’ll break your fucking chin Slaying boom-bangs like
African drums (we’ll be) Coming around the mountain when I come Crazy flamboyant for the rap
enjoyment My clan increase like black unemployment Yeah, another one dare, Tuh-took a genius
(to) take us the fuck outta here

[Genius] The Wu is too slamming for these Cold Killing labels Some ain’t had hits since I seen
Aunt Mabel Be doing artists in like Cain did Abel Now they money’s gettin stuck to the gum under
the table That’s what you get when you misuse what I invent Your empire falls and you lose every
cent For trying to blow up a scrub Now that thought was just as bright as a 20-watt light bulb
Should’ve pumped it when I rocked it Niggaz so stingy they got short arms and deep pockets This
goes on in some companies With majors they’re scared to death to pump these First of all, who’s
your A&R A mountain climber who plays an electric guitar But he don’t know the meaning of dope
When he’s looking for a suit and tie rap that’s cleaner than a bar of soap And I’m the dirtiest thing
in sight Matter of fact bring out the girls and let’s have a mud fight

[sounds of fighting]
[RZA] You best protect your neck [4X]

7.14 BillOfRight.txt

The Bill of Rights: A Transcription
The Preamble to The Bill of Rights
Congress of the United States begun and held at the City of New-York, on Wednesday the fourth

of March, one thousand seven hundred and eighty nine.
THE Conventions of a number of the States, having at the time of their adopting the Constitution,
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expressed a desire, in order to prevent misconstruction or abuse of its powers, that further declaratory
and restrictive clauses should be added: And as extending the ground of public confidence in the
Government, will best ensure the beneficent ends of its institution.

RESOLVED by the Senate and House of Representatives of the United States of America, in
Congress assembled, two thirds of both Houses concurring, that the following Articles be proposed
to the Legislatures of the several States, as amendments to the Constitution of the United States,
all, or any of which Articles, when ratified by three fourths of the said Legislatures, to be valid to
all intents and purposes, as part of the said Constitution; viz.

ARTICLES in addition to, and Amendment of the Constitution of the United States of America,
proposed by Congress, and ratified by the Legislatures of the several States, pursuant to the fifth
Article of the original Constitution.

Note: The following text is a transcription of the first ten amendments to the Constitution in
their original form. These amendments were ratified December 15, 1791, and form what is known
as the ”Bill of Rights.”

Amendment I
Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise

thereof; or abridging the freedom of speech, or of the press; or the right of the people peaceably to
assemble, and to petition the Government for a redress of grievances.

Amendment II
A well regulated Militia, being necessary to the security of a free State, the right of the people

to keep and bear Arms, shall not be infringed.
Amendment III
No Soldier shall, in time of peace be quartered in any house, without the consent of the Owner,

nor in time of war, but in a manner to be prescribed by law.
Amendment IV
The right of the people to be secure in their persons, houses, papers, and effects, against unrea-

sonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable
cause, supported by Oath or affirmation, and particularly describing the place to be searched, and
the persons or things to be seized.

Amendment V
No person shall be held to answer for a capital, or otherwise infamous crime, unless on a pre-

sentment or indictment of a Grand Jury, except in cases arising in the land or naval forces, or in the
Militia, when in actual service in time of War or public danger; nor shall any person be subject for
the same offence to be twice put in jeopardy of life or limb; nor shall be compelled in any criminal
case to be a witness against himself, nor be deprived of life, liberty, or property, without due process
of law; nor shall private property be taken for public use, without just compensation.

Amendment VI
In all criminal prosecutions, the accused shall enjoy the right to a speedy and public trial, by

an impartial jury of the State and district wherein the crime shall have been committed, which
district shall have been previously ascertained by law, and to be informed of the nature and cause
of the accusation; to be confronted with the witnesses against him; to have compulsory process for
obtaining witnesses in his favor, and to have the Assistance of Counsel for his defence.

Amendment VII
In Suits at common law, where the value in controversy shall exceed twenty dollars, the right of

trial by jury shall be preserved, and no fact tried by a jury, shall be otherwise re-examined in any
Court of the United States, than according to the rules of the common law.

Amendment VIII
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Excessive bail shall not be required, nor excessive fines imposed, nor cruel and unusual punish-
ments inflicted.

Amendment IX
The enumeration in the Constitution, of certain rights, shall not be construed to deny or disparage

others retained by the people.
Amendment X
The powers not delegated to the United States by the Constitution, nor prohibited by it to the

States, are reserved to the States respectively, or to the people.
AMENDMENT XI
Passed by Congress March 4, 1794. Ratified February 7, 1795.
Note: Article III, section 2, of the Constitution was modified by amendment 11.
The Judicial power of the United States shall not be construed to extend to any suit in law or

equity, commenced or prosecuted against one of the United States by Citizens of another State, or
by Citizens or Subjects of any Foreign State.

AMENDMENT XII
Passed by Congress December 9, 1803. Ratified June 15, 1804.
Note: A portion of Article II, section 1 of the Constitution was superseded by the 12th amend-

ment.
The Electors shall meet in their respective states and vote by ballot for President and Vice-

President, one of whom, at least, shall not be an inhabitant of the same state with themselves; they
shall name in their ballots the person voted for as President, and in distinct ballots the person voted
for as Vice-President, and they shall make distinct lists of all persons voted for as President, and of
all persons voted for as Vice-President, and of the number of votes for each, which lists they shall
sign and certify, and transmit sealed to the seat of the government of the United States, directed
to the President of the Senate; – the President of the Senate shall, in the presence of the Senate
and House of Representatives, open all the certificates and the votes shall then be counted; – The
person having the greatest number of votes for President, shall be the President, if such number be
a majority of the whole number of Electors appointed; and if no person have such majority, then
from the persons having the highest numbers not exceeding three on the list of those voted for as
President, the House of Representatives shall choose immediately, by ballot, the President. But
in choosing the President, the votes shall be taken by states, the representation from each state
having one vote; a quorum for this purpose shall consist of a member or members from two-thirds
of the states, and a majority of all the states shall be necessary to a choice. [And if the House of
Representatives shall not choose a President whenever the right of choice shall devolve upon them,
before the fourth day of March next following, then the Vice-President shall act as President, as
in case of the death or other constitutional disability of the President. –]* The person having the
greatest number of votes as Vice-President, shall be the Vice-President, if such number be a majority
of the whole number of Electors appointed, and if no person have a majority, then from the two
highest numbers on the list, the Senate shall choose the Vice-President; a quorum for the purpose
shall consist of two-thirds of the whole number of Senators, and a majority of the whole number
shall be necessary to a choice. But no person constitutionally ineligible to the office of President
shall be eligible to that of Vice-President of the United States.

*Superseded by section 3 of the 20th amendment.
AMENDMENT XIII
Passed by Congress January 31, 1865. Ratified December 6, 1865.
Note: A portion of Article IV, section 2, of the Constitution was superseded by the 13th amend-

ment.
Section 1. Neither slavery nor involuntary servitude, except as a punishment for crime whereof
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the party shall have been duly convicted, shall exist within the United States, or any place subject
to their jurisdiction.

Section 2. Congress shall have power to enforce this article by appropriate legislation.
AMENDMENT XIV
Passed by Congress June 13, 1866. Ratified July 9, 1868.
Note: Article I, section 2, of the Constitution was modified by section 2 of the 14th amendment.
Section 1. All persons born or naturalized in the United States, and subject to the jurisdiction

thereof, are citizens of the United States and of the State wherein they reside. No State shall make
or enforce any law which shall abridge the privileges or immunities of citizens of the United States;
nor shall any State deprive any person of life, liberty, or property, without due process of law; nor
deny to any person within its jurisdiction the equal protection of the laws.

Section 2. Representatives shall be apportioned among the several States according to their
respective numbers, counting the whole number of persons in each State, excluding Indians not
taxed. But when the right to vote at any election for the choice of electors for President and Vice-
President of the United States, Representatives in Congress, the Executive and Judicial officers of
a State, or the members of the Legislature thereof, is denied to any of the male inhabitants of such
State, being twenty-one years of age,* and citizens of the United States, or in any way abridged,
except for participation in rebellion, or other crime, the basis of representation therein shall be
reduced in the proportion which the number of such male citizens shall bear to the whole number
of male citizens twenty-one years of age in such State.

Section 3. No person shall be a Senator or Representative in Congress, or elector of President
and Vice-President, or hold any office, civil or military, under the United States, or under any State,
who, having previously taken an oath, as a member of Congress, or as an officer of the United States,
or as a member of any State legislature, or as an executive or judicial officer of any State, to support
the Constitution of the United States, shall have engaged in insurrection or rebellion against the
same, or given aid or comfort to the enemies thereof. But Congress may by a vote of two-thirds of
each House, remove such disability.

Section 4. The validity of the public debt of the United States, authorized by law, including debts
incurred for payment of pensions and bounties for services in suppressing insurrection or rebellion,
shall not be questioned. But neither the United States nor any State shall assume or pay any debt
or obligation incurred in aid of insurrection or rebellion against the United States, or any claim for
the loss or emancipation of any slave; but all such debts, obligations and claims shall be held illegal
and void.

Section 5. The Congress shall have the power to enforce, by appropriate legislation, the provisions
of this article.

*Changed by section 1 of the 26th amendment.
AMENDMENT XV
Passed by Congress February 26, 1869. Ratified February 3, 1870.
Section 1. The right of citizens of the United States to vote shall not be denied or abridged by

the United States or by any State on account of race, color, or previous condition of servitude–
Section 2. The Congress shall have the power to enforce this article by appropriate legislation.
AMENDMENT XVI
Passed by Congress July 2, 1909. Ratified February 3, 1913.
Note: Article I, section 9, of the Constitution was modified by amendment 16.
The Congress shall have power to lay and collect taxes on incomes, from whatever source derived,

without apportionment among the several States, and without regard to any census or enumeration.
AMENDMENT XVII
Passed by Congress May 13, 1912. Ratified April 8, 1913.
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Note: Article I, section 3, of the Constitution was modified by the 17th amendment.
The Senate of the United States shall be composed of two Senators from each State, elected

by the people thereof, for six years; and each Senator shall have one vote. The electors in each
State shall have the qualifications requisite for electors of the most numerous branch of the State
legislatures.

When vacancies happen in the representation of any State in the Senate, the executive authority
of such State shall issue writs of election to fill such vacancies: Provided, That the legislature of any
State may empower the executive thereof to make temporary appointments until the people fill the
vacancies by election as the legislature may direct.

This amendment shall not be so construed as to affect the election or term of any Senator chosen
before it becomes valid as part of the Constitution.

AMENDMENT XVIII
Passed by Congress December 18, 1917. Ratified January 16, 1919. Repealed by amendment 21.
Section 1. After one year from the ratification of this article the manufacture, sale, or transporta-

tion of intoxicating liquors within, the importation thereof into, or the exportation thereof from the
United States and all territory subject to the jurisdiction thereof for beverage purposes is hereby
prohibited.

Section 2. The Congress and the several States shall have concurrent power to enforce this article
by appropriate legislation.

Section 3. This article shall be inoperative unless it shall have been ratified as an amendment
to the Constitution by the legislatures of the several States, as provided in the Constitution, within
seven years from the date of the submission hereof to the States by the Congress.

AMENDMENT XIX
Passed by Congress June 4, 1919. Ratified August 18, 1920.
The right of citizens of the United States to vote shall not be denied or abridged by the United

States or by any State on account of sex.
Congress shall have power to enforce this article by appropriate legislation.
AMENDMENT XX
Passed by Congress March 2, 1932. Ratified January 23, 1933.
Note: Article I, section 4, of the Constitution was modified by section 2 of this amendment. In

addition, a portion of the 12th amendment was superseded by section 3.
Section 1. The terms of the President and the Vice President shall end at noon on the 20th day

of January, and the terms of Senators and Representatives at noon on the 3rd day of January, of
the years in which such terms would have ended if this article had not been ratified; and the terms
of their successors shall then begin.

Section 2. The Congress shall assemble at least once in every year, and such meeting shall begin
at noon on the 3d day of January, unless they shall by law appoint a different day.

Section 3. If, at the time fixed for the beginning of the term of the President, the President
elect shall have died, the Vice President elect shall become President. If a President shall not have
been chosen before the time fixed for the beginning of his term, or if the President elect shall have
failed to qualify, then the Vice President elect shall act as President until a President shall have
qualified; and the Congress may by law provide for the case wherein neither a President elect nor
a Vice President shall have qualified, declaring who shall then act as President, or the manner in
which one who is to act shall be selected, and such person shall act accordingly until a President or
Vice President shall have qualified.

Section 4. The Congress may by law provide for the case of the death of any of the persons from
whom the House of Representatives may choose a President whenever the right of choice shall have
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devolved upon them, and for the case of the death of any of the persons from whom the Senate may
choose a Vice President whenever the right of choice shall have devolved upon them.

Section 5. Sections 1 and 2 shall take effect on the 15th day of October following the ratification
of this article.

Section 6. This article shall be inoperative unless it shall have been ratified as an amendment
to the Constitution by the legislatures of three-fourths of the several States within seven years from
the date of its submission.

AMENDMENT XXI
Passed by Congress February 20, 1933. Ratified December 5, 1933.
Section 1. The eighteenth article of amendment to the Constitution of the United States is

hereby repealed.
Section 2. The transportation or importation into any State, Territory, or Possession of the

United States for delivery or use therein of intoxicating liquors, in violation of the laws thereof, is
hereby prohibited.

Section 3. This article shall be inoperative unless it shall have been ratified as an amendment to
the Constitution by conventions in the several States, as provided in the Constitution, within seven
years from the date of the submission hereof to the States by the Congress.

AMENDMENT XXII
Passed by Congress March 21, 1947. Ratified February 27, 1951.
Section 1. No person shall be elected to the office of the President more than twice, and no

person who has held the office of President, or acted as President, for more than two years of a term
to which some other person was elected President shall be elected to the office of President more
than once. But this Article shall not apply to any person holding the office of President when this
Article was proposed by Congress, and shall not prevent any person who may be holding the office
of President, or acting as President, during the term within which this Article becomes operative
from holding the office of President or acting as President during the remainder of such term.

Section 2. This article shall be inoperative unless it shall have been ratified as an amendment
to the Constitution by the legislatures of three-fourths of the several States within seven years from
the date of its submission to the States by the Congress.

AMENDMENT XXIII
Passed by Congress June 16, 1960. Ratified March 29, 1961.
Section 1. The District constituting the seat of Government of the United States shall appoint

in such manner as Congress may direct:
A number of electors of President and Vice President equal to the whole number of Senators

and Representatives in Congress to which the District would be entitled if it were a State, but in
no event more than the least populous State; they shall be in addition to those appointed by the
States, but they shall be considered, for the purposes of the election of President and Vice President,
to be electors appointed by a State; and they shall meet in the District and perform such duties as
provided by the twelfth article of amendment.

Section 2. The Congress shall have power to enforce this article by appropriate legislation.
AMENDMENT XXIV
Passed by Congress August 27, 1962. Ratified January 23, 1964.
Section 1. The right of citizens of the United States to vote in any primary or other election

for President or Vice President, for electors for President or Vice President, or for Senator or
Representative in Congress, shall not be denied or abridged by the United States or any State by
reason of failure to pay any poll tax or other tax.

Section 2. The Congress shall have power to enforce this article by appropriate legislation.
AMENDMENT XXV
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Passed by Congress July 6, 1965. Ratified February 10, 1967.
Note: Article II, section 1, of the Constitution was affected by the 25th amendment.
Section 1. In case of the removal of the President from office or of his death or resignation, the

Vice President shall become President.
Section 2. Whenever there is a vacancy in the office of the Vice President, the President shall

nominate a Vice President who shall take office upon confirmation by a majority vote of both Houses
of Congress.

Section 3. Whenever the President transmits to the President pro tempore of the Senate and the
Speaker of the House of Representatives his written declaration that he is unable to discharge the
powers and duties of his office, and until he transmits to them a written declaration to the contrary,
such powers and duties shall be discharged by the Vice President as Acting President.

Section 4. Whenever the Vice President and a majority of either the principal officers of the
executive departments or of such other body as Congress may by law provide, transmit to the
President pro tempore of the Senate and the Speaker of the House of Representatives their written
declaration that the President is unable to discharge the powers and duties of his office, the Vice
President shall immediately assume the powers and duties of the office as Acting President.

Thereafter, when the President transmits to the President pro tempore of the Senate and the
Speaker of the House of Representatives his written declaration that no inability exists, he shall
resume the powers and duties of his office unless the Vice President and a majority of either the
principal officers of the executive department or of such other body as Congress may by law provide,
transmit within four days to the President pro tempore of the Senate and the Speaker of the House
of Representatives their written declaration that the President is unable to discharge the powers
and duties of his office. Thereupon Congress shall decide the issue, assembling within forty-eight
hours for that purpose if not in session. If the Congress, within twenty-one days after receipt of the
latter written declaration, or, if Congress is not in session, within twenty-one days after Congress
is required to assemble, determines by two-thirds vote of both Houses that the President is unable
to discharge the powers and duties of his office, the Vice President shall continue to discharge the
same as Acting President; otherwise, the President shall resume the powers and duties of his office.

AMENDMENT XXVI
Passed by Congress March 23, 1971. Ratified July 1, 1971.
Note: Amendment 14, section 2, of the Constitution was modified by section 1 of the 26th

amendment.
Section 1. The right of citizens of the United States, who are eighteen years of age or older, to

vote shall not be denied or abridged by the United States or by any State on account of age.
Section 2. The Congress shall have power to enforce this article by appropriate legislation.
AMENDMENT XXVII
Originally proposed Sept. 25, 1789. Ratified May 7, 1992.
No law, varying the compensation for the services of the Senators and Representatives, shall take

effect, until an election of representatives shall have intervened.
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7.15 NorthKorea.jpeg

7.16 untitled folder

7.17 broken.py

def fileToString(pathToFile):

f = open(pathToFile, "r")

strs = ""

#adds each line of the file to the strs string

for line in f.readlines():

strs+=line

return strs

def ASCII():

#number of ASCII characters

NumOfASCII == 0

#returns list of all ASCII characters

return "".join([chr(i) for i in range(NumOfASCII)])

def sumName(name):

sums=0

#sums the indices in ASCII of all the characters in name

for x in name:
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sums+=ord(x

return sums

def indexInFile(password):

indices = []

ASCIIArray = ASCII()

#populates an array of indices to be used by the encoder

for chrs in password:

indices.append(ASCIIArray.index(chrs)+sumName(name)*2

return indices

def indexInASCII(name):

indices = []

ASCIIArray = ASCII()

#split on all non-numeric characters

#remove first index because it is blank

indexList = re.split("[^\d]",encoded)[1:]

#converts encoded characters to ASCII

for index in indexList:

indices.append(ASCIIArray[int(index) - (sumName(name)*2)])

#returns decoded message

return "".join(indices)

def encode(name):

#returns a list of indices to be used for encoding

indices = indexInFile(password,name)

#convert file associated with name to a string

bill = fileToString("./%s.txt"%name)

encoded = ""

#add letter in file plus index of the letter in the file to the encoded string

for index in indices:

encoded+=bill[index]+str(index)

return encoded
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8 APPENDIX B - Capture 2

8.1 Decode IRC messages

To: Razor1 From: Ill Song
Mr. Razor, I am excited about the prospect of the Chess Boxing world title coming to Pyongyang.

To: Ill Song From: :Razor1! malware@216.14.247.46
Well the decision is not final yet.

To: Razor1 From: Ill Song
Pyongyang is beautiful this time of year. Perhaps you would like to visit and experience what Best
Korea has to offer.

To: Ill Song From: :Razor1! malware@216.14.247.46
I am a very busy man, but perhaps I could be persuaded to visit. See if Pyongyang is the right
place for the World Title.

To: Razor1 From: Ill Song
Perhaps not. How about I send you a gift? Something to get you out of the City of Love and take
your own vacation somewhere.

To: Ill Song From: :Razor1! malware@216.14.247.46
Somewhere expensive, I hope.

To: Razor1 From: Ill Song
5

To: Ill Song From: :Razor1! malware@216.14.247.46
39

To: Razor1 From: Ill Song
7

To: Ill Song From: :Razor1! malware@216.14.247.46
$700,000 it is. Where can I meet you?

To: Razor1 From: Ill Song
I will be in touch with the address.

To: Genius1 From: Ill Song
As we discussed earlier, I believe I might be able to help you with your search.

To: Ill Song From: :Genius1! malware@216.14.247.46
I see. Then we must meet, and I will see the validity of this claim.
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To: Genius1 From: Ill Song
I can be in Caracas within the week.

To: Ill Song From: :Genius1! malware@216.14.247.46
No. Not here. Can I not go to you?

To: Genius1 From: Ill Song
I am afraid that would be unwise. I will send you a message with the date and location through a
more secure form of communication.

To: Method From: Ill Song
Mr. Method, I am excited about the prospect of the Chess Boxing world title coming to
Pyongyang.

To: Ill Song From: :Method! malware@216.14.247.46
I am not sure who you are, but I have an idea. Either way, I am not interested.

To: Method From: Ill Song
I am just hopeful. It would mean so much to have to have the Title here. Please consider it.

To: Ill Song From: :Method! malware@216.14.247.46
Do not speak to me again.

To: Killah From: Ill Song
How is the weather in Qatar, Mr. Killah?

To: Ill Song From: :Killah! malware@216.14.247.46
Hot, as always. Who is this?

To: Killah From: Ill Song
I am a fan of Chess Boxing. I would love to see the Title held in Korea.

To: Ill Song From: :Killah! malware@216.14.247.46
We will have to see how the bid turns out.

To: Killah From: Ill Song
Is there anything that I could do to help make your decision easier?

To: Ill Song From: :Killah! malware@216.14.247.46
No! The great nation of Qatar would never be swayed so easily.

To: Ill Song From: :Killah! malware@216.14.247.46
Nor would I. We do not take kindly to this pathetic notion of bribery.

To: Raekwon From: Ill Song
Mr. Raekwon, have you spoken with Mr. Razor?
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To: Ill Song From: :Raekwon! malware@216.14.247.46
I have, but I won.t be bought so easily.

To: Raekwon From: Ill Song
Bought? Of course not. You are an official on the executive committee of the ICBA. I just want
you to know that I am here to help make your decision as easy as possible.

To: Ill Song From: :Raekwon! malware@216.14.247.46
I would need at least 20 million Rubles.

To: Raekwon From: Ill Song
Consider it done. I will send you the information for the drop-off point soon.

8.2 Decoder python
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9 APPENDIX C - Capture 3

Images and CAT commands

9.1 broken.py fixed

import re

def f i l e T o S t r i n g ( pathToFile ) :
f = open( pathToFile , ” r ” )
s t r s = ””
#adds each l i n e o f the f i l e to the s t r s s t r i n g
for l i n e in f . r e a d l i n e s ( ) :

s t r s+=l i n e
return s t r s

def ASCII ( ) :
#number o f ASCII charac t e r s
NumOfASCII = 128
#re turns l i s t o f a l l ASCII charac t e r s
return ”” . j o i n ( [ chr ( i ) for i in range (NumOfASCII ) ] )

def sumName(name ) :
sums=0
#sums the i n d i c e s in ASCII o f a l l the charac t e r s in name
for x in name :

sums+=ord ( x )
return sums

def i n d e x I n F i l e ( password , name ) :
i n d i c e s = [ ]
ASCIIArray = ASCII ( )
#popu la t e s an array o f i n d i c e s to be used by the encoder
for chrs in password :

i n d i c e s . append ( ASCIIArray . index ( chrs )+sumName(name)∗2)
return i n d i c e s

def indexInASCII ( encoded , name ) :
i n d i c e s = [ ]
ASCIIArray = ASCII ( )
#s p l i t on a l l non−numeric charac t e r s
#remove f i r s t index because i t i s b lank
i ndexL i s t = re . s p l i t ( ” [ ˆ\d ] ” , encoded ) [ 1 : ]
#conver t s encoded charac t e r s to ASCII
for index in i ndexL i s t :

i n d i c e s . append ( ASCIIArray [ int ( index ) − (sumName(name ) ∗ 2 ) ] )
#re turns decoded message
return ”” . j o i n ( i n d i c e s )

def encode ( password , name ) :
#re turns a l i s t o f i n d i c e s to be used f o r encoding
i n d i c e s = i n d e x I n F i l e ( password , name)
#conver t f i l e a s s o c i a t e d wi th name to a s t r i n g
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b i l l = f i l e T o S t r i n g ( ”./% s . txt ”%name)
encoded = ””
#add l e t t e r in f i l e p l u s index o f the l e t t e r in the f i l e to the encoded s t r i n g
for index in i n d i c e s :

encoded+=b i l l [ index ]+ str ( index )
return encoded

i f name == ” main ” :
encoded = ” i2454 2497 d2496n2502 2470 2500 2507 o2436s2452 2500 s2503n2502l2487e2456
2497 2500 h2485l2487 2470 b2490e2491a2501m2466 2483 a2501a2501e2505 2497 2500 a2486”
name = ” Bi l lO fR ight s ”
print ( indexInASCII ( encoded , name ) )

9.2 Images and cat commands

Edward.jpg

cat I . jpg cant . jpg in . jpg good . jpg cons c i enc e . jpg a l low . jpg the . jpg U. S . . jpg
government . jpg to . jpg des t roy . jpg pr ivacy . jpg i n t e r n e t . jpg freedom . jpg and . jpg
ba s i c . jpg l i b e r t i e s . jpg f o r . jpg people . jpg around . jpg world . jpg with . jpg t h i s . jpg
massive . jpg s u r v e i l l a n c e . jpg machine . jpg theyre . jpg s e c r e t l y . jpg bu i l d i n g . jpg
> Edward . jpg
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random1.jpg

cat condone . jpg American . jpg web−based . jpg r i g h t s . jpg c on s t r u c t i ng . jpg
s e c u r i t y . jpg t e r r o r i s m . jpg NSA. jpg Watergate . jpg corrupt . jpg human . jpg
behind . jpg c l o s e d . jpg doors . jpg > random1 . jpg

random2.jpg

cat the re . jpg t h e i r . jpg a . jpg i t . jpg but . jpg communism . jpg nor . jpg
because . jpg u n c o n s t i t u t i o n a l . jpg s e c r e t i v e . jpg s e c r e t . jpg
> random2 . jpg
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10 Appendix D - Capture 4

10.1 Messages

Kim Ill-Song: Good afternoon, Ann.
Ann Dercover: who is this?
Kim Ill-Song: Castling.
Ann Dercover: where are you
Kim Ill-Song: I know I can’t tell you that
Ann Dercover: Do you know that there are people investigating Kim Ill-Song?
Kim Ill-Song: Of course. However, they will never know it is me behind the bribes.
Ann Dercover: still we should be careful. Pay attention. I want to meet in September at 5PM.
Kim Ill-Song: At our old meetup spot?
Ann Dercover: yes
Kim Ill-Song: What day?
Ann Dercover: I told you to pay attention.

10.2 Locations

Latitude Longitude
46.85661316 -114.0186081
46.85693359 -114.018631
46.8572731 -114.0186844
46.85760117 -114.0186691
46.85805511 -114.0186615
46.85828781 -114.0186462
46.85852432 -114.0186386
46.85873413 -114.0186462
46.85884476 -114.0186462
46.85894394 -114.0186462
46.85904694 -114.0186462
46.85914993 -114.0186462
46.85946655 -114.0186462
46.85957718 -114.0186462
46.85969162 -114.0186462
46.85980988 -114.0186462
46.85993195 -114.0186462
46.86029053 -114.018631
46.86052322 -114.0186386
46.86075592 -114.018631
46.86098862 -114.018631
46.86122894 -114.0186386
46.8614769 -114.018631
46.86159897 -114.018631
46.86183548 -114.0186234
46.86206436 -114.0186157
46.8622818 -114.0186005
46.86248779 -114.0186005
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46.86260223 -114.0185928
46.8628273 -114.0185776
46.86306381 -114.0185776
46.86330032 -114.0185623
46.86342621 -114.0185547
46.86355209 -114.0185471
46.86367416 -114.0185394
46.86378098 -114.0185394
46.86387253 -114.0185318
46.86370468 -114.0116425
46.8637085 -114.0116348
46.86401749 -114.0110703
46.86404419 -114.0107498
46.864048 -114.0107117
46.86408997 -114.0104218
46.86408997 -114.0101242
46.86407852 -114.0096283
46.86407089 -114.0094223
46.86406708 -114.0091019
46.86407471 -114.0087585
46.86408234 -114.0084229
46.86405182 -114.0074692
46.86404419 -114.007164
46.86404419 -114.0069427
46.864048 -114.0068054
46.86405563 -114.0067062
46.86405182 -114.0066223
46.86405182 -114.0064621
46.86405182 -114.006279
46.86405182 -114.0060577
46.86405182 -114.005928
46.86405945 -114.0056305
46.86405945 -114.0053406
46.86405563 -114.0050659
46.86405182 -114.004776
46.86405182 -114.0045242
46.86404419 -114.0042725
46.86404419 -114.0041428
46.86404037 -114.0039215
46.86398315 -114.0035477
46.86393356 -114.0035172
46.86381912 -114.0035248
46.86364365 -114.00354
46.86354446 -114.0035477
46.86325455 -114.0036011
46.86309052 -114.0037689
46.86293411 -114.0039673
46.86286163 -114.0040817
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46.86270142 -114.0043259
46.86253357 -114.0045776
46.86236191 -114.0048141
46.86210632 -114.0052032
46.86183548 -114.0055923
46.86166 -114.0058441
46.86148453 -114.0060959
46.86122131 -114.0064774
46.86103058 -114.0067291
46.86084366 -114.0069962
46.86065674 -114.0072708
46.86037064 -114.0076675
46.85998917 -114.0082092
46.8597908 -114.0084839
46.85969162 -114.0086212
46.85950089 -114.008873
46.85930252 -114.00914
46.85910416 -114.0094147
46.85900879 -114.0095444
46.8588295 -114.0097961
46.85864639 -114.0100555
46.85837555 -114.0104446
46.85812378 -114.0107956
46.85795212 -114.0110397
46.85778809 -114.0112762
46.85765839 -114.0114517
46.85751343 -114.0116425
46.85749054 -114.0116882
46.85747147 -114.0117111
46.85741806 -114.011795
46.85733414 -114.0119095
46.85723495 -114.0120468
46.85718155 -114.0121231
46.85708237 -114.0122528
46.85697937 -114.0123749
46.85683441 -114.0125656
46.85672379 -114.0127106
46.8565979 -114.0128708
46.85647202 -114.0130234
46.85631943 -114.0131302
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